PeanbHblie 3aMmeTKku Ubuntu & Mikrotik

MpakTuka HacTponku Ubuntu, MpakTuka HacTponkn Windows, Kak ctaTb CUCTEMHbBIM aAMUHUCTPATOPOM OT U A0

05/03/2019
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PesepBHoe konupoBaHue Mikrotik yuepes Oxidized

. Posted by ekzorchik
@ [Ipo4nTaHo: 4 700

NTak cerofHs peyb noeT 06 MHCTPYMEHTE B 3a4a4y KOTOPOro BXOAUT BbIMOJIHEHUE LIeHTPasIM30BaHHOO Pe3epBHOIr0 KOMUPOBaHUS KOHMUIypaLMOHHbIX (hainios(Te
KOTOpbIe BbIMOJIHATCS C paclumpeHnem rsc) obopynoBaHuns Mikrotik. MaC MHCTPYMEHT yMeeT oTobparkaTb pasHULY B U3MEHEHWAX, @ AeslaeT OH 3TO Yyepes
CKJIaANPOBaHMNE N3MEHEHNI MOCPEACTBOM CUCTEMbI KOHTPOIA Bepcuii GIT. 5l eCaiv YeCTHO AaBHO NCKas TaKOW MHCTPYMEHT 1 BOT S BOMJIOTUJ1 CBOIO 3aAyMKY pa3obpas oT n
[10 BCe Laru no passopa4ynsaHuio cepenca oxidized 8 cuctemy Ubuntu 18.04 Server amd64.Y3Han 5 0 HeM 3T0 NpocMaTpusas onybanKoBaHHbIe Npe3eHTauum
nocesleHHble Mikrotik, kK npuMepy ecnn Yyepes NonckoByto cmcTemMy Google BBeCTU «ABTOMaTU3MpyeM 63kan — MUM — MikroTik»

MpensapuTenbHble felicTBus: Ha Bcex Mikrotik(ax) 415 KOTOpbIX Bbl XOTWTE OCYLLECTBAATL Pe3epBHOE KOMMPOBAHUE Hy>KHO CAENaThb YHETHYIO 3aMucy C MUHUMAabHbIMW
npasamu, K NPUMepPY TOJILKO Ha YTEHNE:

1 ekzorchik@srv-bionic:~$ ssh -1 admin 172.33.33.22
2

3 [admin@MikroTik] > user add name=test password=Aal234567 group=read
4

5 [admin@MikroTik] > quit

Connection to 172.33.33.22 closed.

ekzorchik@srv-bionic:~$

LLlar Ne1: HacTpausato cuctemy

1 ekzorchik@srv-bionic:~$ hg clone --insecure https://ekzorchik@172.35.35.8/hg/dproject
2

3 ekzorchik@srv-bionic:~$ sudo ./dproject/default

MonyyeHHas Tekyllas cucTeMa C y4eTOM MOero CKpUnTa HaCTPONKM KOTOPbIV S MPVMEHSI0 B CBOEN JIOKalbHOW ceTu:

ekzorchik@srv-bionic:~$ uname -a & 1lsb_release -a

Linux srv-bionic 4.15.0-43-generic #46-Ubuntu SMP Thu Dec 6 14:45:28 UTC 2018 x86_64 x86_64 x86_64 GNU/Linux

No LSB modules are available.

Distributor ID: Ubuntu

Description: Ubuntu 18.04.2 LTS

Release: 18.04

Codename: bionic

ekzorchik@srv-bionic:~

Llar Ne2: YcTaHaBnmBato nakeT Oxidized B cuctemy Ubuntu 18.04 Server amd64:

1 ekzorchik@srv-bionic:~$ sudo apt-get install ruby ruby-dev libsqlite3-dev libssl-dev pkg-config cmake libssh2-1-dev libicu-dev -y

2
3 ekzorchik@srv-bionic:~$ gem install oxidized oxidized-script oxidized-web

Fetching: asetus-0.3.0.gem (100%)
ERROR: While executing gem ... (Gem::FilePermissionError)
You don't have write permissions for the /var/lib/gems/2.5.@ directory.

ekzorchik@srv-bionic:~$ sudo gem install oxidized oxidized-script oxidized-web

Done installing documentation for charlock_holmes, rack, tilt, rack-protection, sinatra, emk-sinatra-url-for, temple, haml, htmlentities, puma, rb-

fsevent, ffi, rb-inotify, sass-listen, sass, backports, rack-test, multi_json, sinatra-contrib, oxidized-web after 675 seconds

22 gems installed

ekzorchik@srv-bionic:~$

Lllar Ne3: Co3pato nonb3oBaTesns oxidized, c npaBamu koToporo ByaeT 3anyckaTbCs cnucteMa 6akana:

ekzorchik@srv-bionic:~$ sudo useradd -m -p 712mbddr@ -s /bin/bash oxidized

Ha BpeMs fato npaBa NoBbILLEHWS MPUBWJIEr N, B KOHLLE 3aMeTKu 3abepy.

ekzorchik@srv-bionic:~$ sudo usermod -aG sudo oxidized

Lar Ne4: Cozpato CTPYKTYpY 3anycka npunoxxeHus oxidized

ekzorchik@srv-bionic:~$ sudo su - oxidized

oxidized@srv-bionic:~$ oxidized -v

0.26.1

oxidized@srv-bionic:~$

oxidized@srv-bionic:~$ whereis oxidized

oxidized: /usr/local/bin/oxidized

oxidized@srv-bionic:~$ oxidized

edit ~/.config/oxidized/config

oxidized@srv-bionic:~$ mkdir ~/.config/oxidized/crashes

oxidized@srv-bionic:~$ mkdir ~/.config/oxidized/mikrotik/

oxidized@srv-bionic:~$ sudo find / -name oxidized

/home/oxidized

/home/oxidized/.config/oxidized

/run/sudo/ts/oxidized

/usr/local/bin/oxidized

/var/lib/gems/2.5.0/gems/oxidized-web-0.13.1/1ib/oxidized

/var/1ib/gems/2.5.0/gems/oxidized-0.26.1/1ib/oxidized

/var/1lib/gems/2.5.0/gems/oxidized-0.26.1/bin/oxidized

/var/lib/gems/2.5.0/gems/oxidized-script-0.6.0/1ib/oxidized

/var/lib/gems/2.5.0/doc/oxidized-web-0.13.1/ri/1ib/oxidized

oxidized@srv-bionic:~$

Lar Ne5: MpepHacTpavaeM GIT gns yctpoincTB Mikrotik 6ekanbl KOTOpbIX 6y Ay T XpaHUTCA B peno3nTapun:

oxidized@srv-bionic:~$ sudo apt-get install git -y

oxidized@srv-bionic:~$ git config --global user.email "oxidized@ekzorchik.ru"

oxidized@srv-bionic:~$ git config --global user.name "oxidized"

oxidized@srv-bionic:~/.config/oxidized$ git init oxidized.git

Initialized empty Git repository in /home/oxidized/.config/oxidized/oxidized.git/.git/

oxidized@srv-bionic:~/.config/oxidized$ git init devices.git

Initialized empty Git repository in /home/oxidized/.config/oxidized/devices.git/.git/

LLlar Ne6: HacTpanBaem KOHMUIrypaLnoHHbIA aiin

[1 oxidized@srv-bionic:~$ nano ~/.config/oxidized/config

model: routeros
resolve_dns: true

#Kak 4acTo penaTb 6Gekarbi

LENOUIEWN

interval: 3600
11 use_syslog: false
13 debug: false
15 threads: 30
17 timeout: 20
19 retries: 3
21 prompt: !ruby/regexp /AC[\w.@-]+[#>1\s?)$/
23 rest: 0.0.0.0:8888
25 next_adds_job: false
27 wvars: {}
29 groups: {}
31 models: {}
33 pid: "/home/oxidized/.config/oxidized/pid"
35 Tlog: "/home/oxidized/.config/oxidized/log"
37 crash:
39 directory: "/home/oxidized/.config/oxidized/crashes”
41 hostnames: false
43 stats:
45 history_size: 10
47 input:
49  #Tun NOAKNIOYEHUA K YyCTPOWNCTBY
51 default: ssh
53  #PacClMpeHHoe NOrnpoBaHne OTKJII0YEHO
55 debug: false
57 ssh:
59 secure: false
61 map:
63 verify_host_key: never
65 utf8_encoded: true
67 #rpe xpaHuTCs KoHdurypauunm GIT
69 output:
71 default: git
73 git:
75 user: oxidized
77 email: oxidized@ekzorchik.ru
79 repo: "/home/oxidized/.config/oxidized/oxidized.git"
81 git:
83 user: oxidized
85 email: oxidized@ekzorchik.ru
87 repo: "/home/oxidized/.config/oxidized/devices/devices.git"
89 #OTkyna 6epetcs nHdopmauns o6 ycTpoiicTeBa KoTopble GekansTcs
91 source:
93 default: csv
95 csv:
97 file: "/home/oxidized/.config/oxidized/mikrotik/router.db"
99 delimiter: !ruby/regexp /:/
101 #CtpykTypa cTpoku B router.db: name:model:ip:port:username:password
10§ map :
105 name: @
6
107 model: 1
108
109 ip: 2
110
111 port: 3
112
113 username: 4
114
115 password: 5
116
117 model_map:
118
119 cisco: ios
120
121 juniper: junos

122
123 mikrotik: routeros

Ha 3ameTky: ECm He HacTpoeHa aBTopu3aLms HaMikrotik Yyepes nybanYHbIA KtoY, T. €. Bxoa HaMikrotik C 04HUM NWLLbL yKa3aHWeM JI0rHa, TO B
KOHMUrypaLMoHHbIN alin oxidized cnepayeT nobaBnTb NapameTp: verify_host_key: never

Lar Ne7: Konvpyem nyb6nnyHblii ssh—kitoy Ha Mikrotik:

|1 oxidized@srv-bionic:~$ ssh-keygen

Your identification has been saved in /home/oxidized/.ssh/id_rsa.

Your public key has been saved in /home/oxidized/.ssh/id_rsa.pub.

1 oxidized@srv-bionic:~$ cp ~/.ssh/id_rsa.pub idrsa
2

3 oxidized@srv-bionic:~$ ftp 172.33.33.22

Connected to 172.33.33.22.

220 MikroTik FTP server (MikroTik 6.42.5) ready

Name (172.33.33.22:ekzorchik): admin

ftp> put idrsa

ftp> quit

1 oxidized@srv-bionic:~$

3 oxidized@srv-bionic:~$ ssh admin@172.33.33.22

4

5 [admin@MikroTik] > user ssh-keys import public-key-file=idrsa user=test

6
7 [admin@MikroTik] > quit

Connection to 172.33.33.22 closed.

oxidized@srv-bionic:~$

oxidized@srv-bionic:~$ ssh test@172.33.33.22 — nogknoyeHne npoxoanT 6e3 kakux mbo 3anpocos Ha BBOL, Napons.

LLlar Ne8: Tenepb co3gato hain noakaoyeHns Kk obopyaoaHutoMikrotik:

1 oxidized@srv-bionic:~$ nano ~/.config/oxidized/mikrotik/router.db
2

3 mikrotik:routeros:172.33.33.22:22:test:Aal1234567

Lar Ne9: MpoBepsito 3anycK 1 COOTBETCTBEHHO Ha NPeAMeT Kaknx-n6o oLwnBoK NpensTCTBYIOLLNX 3arycKy:

oxidized@srv-bionic:~$ oxidized ~/.config/oxidized/config

Puma starting in single mode. ..

* Version 3.11.4 (ruby 2.5.1-p57), codename: Love Song

* Min threads: @, max threads: 16

* Environment: development

* Listening on tcp://0.0.0.0:8888

Use Ctrl-C to stop
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Lllar Ne10: CM.10r M €C/n 4TO-TO MOLLJIO He Tak

ekzorchik@srv-bionic:~$ tail -f /home/oxidized/.config/oxidized/1log

W, [2019-03-04T11:34:49.491810 #28328] WARN -- : /mikrotik status no_connection, retries exhausted, giving up
I, [2019-03-04T11:36:11.666786 #28380] INFO -- : Oxidized starting, running as pid 28380

I, [2019-03-04T11:36:11.669229 #28380] INFO -- : lib/oxidized/nodes.rb: Loading nodes

I, [2019-03-04T11:36:11.812262 #28380] INFO -- : lib/oxidized/nodes.rb: Loaded 1 nodes

I, [2019-03-04T11:36:14.351899 #28380] INFO -- : Configuration updated for /mikrotik

LLlar Ne11: lnsi Toro, 4Tobbl oxidized cTapToBas Kak ciyxxba, caenanTe cnepytollee:

oxidized@srv-bionic:~$ sudo find / -name oxidized.service

/var/lib/gems/2.5.0/gems/oxidized-0.26.1/extra/oxidized.service

oxidized@srv-bionic:~$ sudo cp /var/lib/gems/2.5.0/gems/oxidized-@.26.1/extra/oxidized.service /lib/systemd/system/

oxidized@srv-bionic:~$ sudo nano /lib/systemd/system/oxidized.service

[Unit]

Description=Oxidized - Network Device Configuration Backup Tool
After=network-online.target multi-user.target
Wants=network-online.target

[Service]

SBve~vouswnek

11 ExecStart=/usr/local/bin/oxidized

13 User=oxidized

15 KillSignal=SIGKILL

17 Environment="0XIDIZED_HOME=/home/oxidized/.config/oxidized/"
19 [Install]

21 WantedBy=multi-user.target

oxidized@srv-bionic:~$ sudo systemctl enable oxidized.service

Created symlink /etc/systemd/system/multi-user.target.wants/oxidized.service - /lib/systemd/system/oxidized.service.

oxidized@srv-bionic:~$ sudo systemctl start oxidized

oxidized@srv-bionic:~$ sudo systemctl status oxidized | head -n5

@ oxidized.service - Oxidized - Network Device Configuration Backup Tool

Loaded: loaded (/1ib/systemd/system/oxidized.service; enabled; vendor preset: enabled)

Active: active (running) since Mon 2019-03-04 12:16:53 MSK; 9s ago

Main PID: 29039 (oxidized)

Tasks: 7 (limit: 2322)

MpoBepsito, 4TO OXXMAATCSH cCoeAUHEHMs Ha nopT 8888

oxidized@srv-bionic:~$ sudo netstat -tulpn | grep :8888

[1 tcp 00 127.0.0.1:8888 0.0.0.0:* LISTEN 29039/puma 3.11.4 (

oxidized@srv-bionic:~$

Lllar Ne12: Mo yMon4aHuio y cepBrca HeT BO3MOXXHOCTM yKa3aTb aBTOPU3aLnio, a MOTOMY B KOHdUre config nsmeHsto noctyn Ha172.0.0.1
oxidized@srv-bionic:~$ nano ~/.config/oxidized/config

1 #rest: 0.0.0.0:8888

\Lrest: 127.0.0.1:8888

oxidized@srv-bionic:~$ sudo apt-get install nginx -y

oxidized@srv-bionic:~$ sudo rm /var/www/html/index.nginx-debian.html

oxidized@srv-bionic:~$ sudo unlink /etc/nginx/sites-available/default

oxidized@srv-bionic:~$ sudo unlink /etc/nginx/sites-enabled/default

Co3pato aiin CBA3KM IOrMHa U Naposis Ans ayTeHTudmkaumnmn YepesWeb—uHTtepdeiic:

oxidized@srv-bionic:~$ sudo sh -c "echo -n 'ekzorchik:"' >> /var/www/html/.htpasswd"

oxidized@srv-bionic:~$ openssl passwd -aprl

Password: 712mbddr@

Verifying - Password: 712mbddr@

$apri$rwseclUD$ANBsXcpdvR.@7mthC2PLO.

oxidized@srv-bionic:~$ sudo sh -c "openssl passwd -aprl >> /var/www/html/.htpasswd"

Password: 712mbddr@

Verifying - Password: 712mbddr@

oxidized@srv-bionic:~$ cat /var/www/html/.htpasswd

[ 1 ekzorchik:$apr1$V6ZTHWNCF $bdDbxqPIAQAZfdXw7Z9n/0

oxidized@srv-bionic:~$ sudo chown -R www-data:www-data /var/www/html/.htpasswd

oxidized@srv-bionic:~$ sudo nano /etc/nginx/sites-available/oxidized

server {

listen 172.33.33.4:80;

1

2

3

4

5 server_name _;
6

7 root /usr/share/nginx/html;

8

9 include /etc/nginx/default.d/*.conf;

10

11 location / {

12

13 auth_basic "UserName and Password Please";
14

15 auth_basic_user_file /var/www/html/.htpasswd;
16

17 proxy_pass http://127.0.0.1:8888/;

18

19 }

20

21 3}

oxidized@srv-bionic:~$ sudo 1ln -s /etc/nginx/sites-available/oxidized /etc/nginx/sites-enabled/oxidized
oxidized@srv-bionic:~$ sudo nginx -t

nginx: the configuration file /etc/nginx/nginx.conf syntax is ok

nginx: configuration file /etc/nginx/nginx.conf test is successful

oxidized@srv-bionic:~$ sudo systemctl restart nginx & sudo systemctl status nginx | head -n5

@ nginx.service - A high performance web server and a reverse proxy server

Loaded: loaded (/1lib/systemd/system/nginx.service; enabled; vendor preset: enabled)

Active: active (running) since Mon 2019-03-04 12:19:27 MSK; 34ms ago

Docs: man:nginx(8)

Process: 29084 ExecStop=/sbin/start-stop-daemon --quiet --stop --retry QUIT/5 --pidfile /run/nginx.pid (code=exited, status=0/SUCCESS)

oxidized@srv-bionic:~$
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PaboTaeT! UToro s ana ceba pasobpan, Kak MCNob30BaTb UHCTPYMeHT oxidized Ha Ubuntu 18.04 Server amd64 nns co3faHuna pesepsHbIX Konui ¢ obopyaosaHna
Mikrotik n npocMoTpa BHECEHHbIX U3MeHeHn Yepe3Web-nHTephenc C NpUMEHEHNEM CUCTEMbI KOHTPOJIS BepCUii Ha 6a3e GIT. XKanko 4To Henb3s UCnosb3oBaTh Mercurial
— MHe laHHas cucTemMa KOHTPos Bepcuin 6inxKe, y MeHs BCe Ha Hell MOCTPOEHO: CKPUMTbI, KOH(UTYypaLNOoHHbIe (aisibl U T. A. A MOKa Ha 3TOM y MeHS BCE, C yBa)KeHeM

aBTop 6710ra Onno Anekcaugp aka ekzorchik.
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